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1. INTRODUCTION 
 
Fault detection and isolation (FDI) for reusable launch vehicles (RLV) during the ascent or re-entry phases is a very 
challenging process due to the wide dynamical changes and diverse environmental conditions (from low altitude 
atmosphere to exoatmospheric space). Therefore, a critical aspect of RLV FDI is the robustness of the design. In 
addressing this robustness problem, model-based approaches such as H∞ optimization methods [10, 4, 7] have been 
developed explicitly during the last 20 years. In any case, prior to the design of the robust FDI filters it is required to 
assess the industry requirements of fault coverage and fault criticality. These requirements are intended to select the 
precise components and type of faults for which the closed-loop will be more critically affected. Thus, an indispensable 
first step prior to any fault detection & isolation or fault tolerant control (FTC) design process is to perform a fault 
analysis (FA) which must try to answer two questions mainly:  

1. What is the impact on the closed loop of a specific fault? 
2. Which fault is more critical? 

The answer to these questions should be given from a quantitative perspective, which will also help for example to 
obtain information on fault critical magnitude levels. There are two main FA approaches: analytical and computational.  
Analytical FAs rely mostly on linear approaches and allow direct quantification of the fault effects on system’s 
performance/stability. Linearization is fundamental (and non-trivial for many space systems such as re-entry vehicles). 
Analytical approaches suffer from the fact that the results stem mostly from linear, time-invariant (LTI) systems. This 
becomes especially critical as faults introduce nonlinear behaviour and are mostly time-varying processes 
(characteristics not amenable for study with LTI techniques). Nevertheless, they serve as an excellent preliminary FA 
tool due to the wide and consolidated number of LTI analysis techniques. 
Current acceptable industrial-level FAs are computational-based approaches relying in Monte Carlo techniques. They 
are computationally very demanding due to the too many possible faults, at too many different occurring times, 
affecting too many components and subsystems –although these issues affect equally to analytical approaches. On the 
other hand, computational FAs allow assessing the nonlinear and time-varying effects of faults and can quantify the 
fault effects on the “true” closed loop –after a careful selection of evaluation criteria and metrics. 
It is noted that despite all the above important questions, there is not much on the available literature on quantification 
of fault effects [2, 3, 11]. Thus, this article strives to fill this gap by presenting the main concepts behind a proposed 
fault analysis methodology that combines computational measurements and quantitative assessment criteria while 
detailing its application to a closed loop fault analysis of EADS-Astrium’s Hopper RLV performed within the 
framework of a European Space Agency Health Management System (HMS) project.  
 
2. ISSUES ON DEVELOPING FAULT ANALYSIS APPROACHES 
 
In developing a FA methodology two main issues are: whether to develop such an analysis based on the open or the 
closed loop systems, and second, whether to use well-known and more consolidated linear analyses or the more 
industry/certification-oriented computational approaches.  
 
2.1 Open vs. Closed Loop Fault Analysis 
 
Since the focus of the FDI/FTC academic communities is mostly on algorithmic design most of the FDI/FTC published 
works show that the selection of the fault set used in their designs is typically based on prior literature survey, 
convenience or experience rather than in an explicit fault analysis of the closed loop. Additionally, since the open loop 
plant is always available prior to the control system, and also due to time/cost/programmatic constraints, more often 
than not the fault set selected is based only on a preliminary fault analysis of the open loop plant –and its findings 
somehow extrapolated to the closed loop situation.  
It is highlighted that the system on which the FDI system will operate is the closed loop and thus the importance of a 
fault should be determined by its effect on the closed loop and not in the open loop. Further, assessing the fault effects 
in the open loop could lead to wrong answers on fault criticality once the system is in closed loop since the controller 
can perfectly absorb or accommodate some of the faults considered critical in the open loop system. This masking of 
open loop fault effects by the controller was shown in [9] from the perspective of the degradation of the open loop FDI 
filter performance due to controller robustness. The study in that reference reinforces the idea of using the closed loop 
systems for fault analysis. 
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2.2 Linear vs. Computational Fault Analysis 
 
There are two main schools of thought in developing a FA methodology: analytical and simulation-based (of course the 
same can be said for any type of analysis when the system under consideration is nonlinear since there are not yet 
simple and wide-applicable nonlinear analytical techniques). 
The analytical-based fault analyses rely mostly on linear approaches and they allow direct quantification of the fault 
effects on the system’s performance/stability while providing an elegant mathematical framework. Linearization is 
fundamental (and non-trivial for most real systems) to apply the standard linear stability, robustness and worst-case 
methods [1]. This linearization must be done for the plant and the controller independently, or directly for the closed 
loop system. Recently, [11, 8] has presented closed-loop fault analysis approaches using the modelling paradigm of 
modern control, the linear fractional transformation (LFT). Indeed, the use of LFTs is also fundamental (and non-trivial) 
to apply linear robust and worst-case methods. Despite [11] showing for a well-known example that preliminary fault 
analyses can be carried out without using complex LFT models, for more general cases the complexity associated to 
LFT modelling goes hand in hand with the required fidelity of the fault models used –and the requirement, if so desired, 
to include parametric uncertainty in the closed loop, which requires performing LFT modelling for the plant, controller 
and sub-systems. This complexity constrains the usability of these LFT-based analysis since publicly available tools to 
perform the required algebraic LFT manipulations are scarce. 
In addition to the above, most of the current industrial analytical approaches (i.e. those based on linear techniques as 
opposed to more sophisticated analytical theories such as Lyapunov frameworks) suffer from the fact that the results 
stem from linear, time-invariant (LTI) systems. This becomes a especially critical issue for fault analysis as the faults 
that are likely to be the more safety compromising are those that will behave or initiate nonlinear behaviour of the 
system (for example, when a fault pushes an actuator to saturate resulting in control input constraint or windup 
phenomena). Furthermore, faults are typically a time-varying process and the key point in its 
identification/compensation is precisely in acting before they reach a state where the fault effects become catastrophic. 
This time-varying, build-up behaviour cannot be studied using LTI techniques alone. Nevertheless, linear-based FAs are 
very amenable for preliminary fault analysis and represent an excellent supporting fault assessment tool. 
Current acceptable industrial-level FA approaches rely in Monte Carlo techniques (due to certification and safety 
requirements) and thus fall under the realm of simulation-based fault analyses. These FA approaches are 
computationally very expensive due to the too many possible faults, at too many different times, affecting too many 
components and subsystems –although these issues affect equally the analytical approaches. A further drawback of 
computational FAs is that quantification of fault effects is not an easy task despite its apparent simplicity, i.e. “just 
compare to the non-faulty case”. Indeed, two immediate questions that arise from the last statement are: i) how to 
compare, and ii) with respect to which ‘baseline’ situation to compare. For example, if a decision is made to compare 
temporal characteristics of a fault, then a further question is what time metric to use: shall it be fastest divergence or the 
longest time violating a constraint? Similarly, for comparing magnitude metrics (of the outputs measurements for 
example), do we prefer farthest departure or accumulative violation of constraints? Indeed, there is not much on the 
available literature on metrics or quantification of fault effects except for references [2, 3, 11]. 
On the upside, computational approaches allow assessing the nonlinear and time-varying effects of faults and can 
quantify the fault effects on the “true” closed loop –after a careful selection of evaluation criteria and metrics (many 
taken from the analytical FA approaches) trying to answer the questions just posed. 
 
3. A SYSTEM-LEVEL FAULT ANALYSIS APPROACH 
 
Based on the consideration of the above issues, the FA approach proposed uses high-fidelity nonlinear simulations to 
get the required data (i.e. computationally based measurement) and quantitative-based metrics and criteria to assess the 
fault impact on the closed loop system. In developing such an approach, two key issues are to adequately formulate the 
fault analysis framework and to automate it. The second is highly non-trivial since the explosion of data resulting from 
a comprehensive FA will excessively burden the analysis of the results otherwise.  
A five-step process is followed to satisfy these two issues: 

• Fault model development 
From the perspective of fault analysis, this implies to develop a mathematical framework for fault modelling 
capable of considering a wide class of fault families. Additionally, to satisfy the automation issue the 
mathematical fault model should be easily implementable in Matlab/Simulink. 

• Develop fault quantification metrics and index 
These must be well reasoned and physically motivated metrics, i.e. considering temporal and magnitude 
criteria, that allow numerical quantification of the effects from the different faults. A global index normalizing 
the contribution from each metric has to be derived also in order to allow for numerical comparison and 
classification of the faults. 

The metrics consider general signal characteristics but are numerically defined based on specific bounds and 
thresholds that are system-dependent. For example, they can be related to the performance specifications for 
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the control design objectives or to physical limits beyond which the system might be lost. Table 1 shows the 
selected quantification metrics, the temporal metrics all start from the time of fault occurrence. 

Table 1 Temporal & spatial metrics 

ACRONYM NAME DESCRIPTION 

T_PB Time to performance bound violation Time interval necessary for the observed signal to violate a 
performance bound (e.g. a control objective limit). 

T_MX Time to maximum violation Time interval necessary for the observed signal to reach its 
maximum value. 

T_BU Break-up time Time interval necessary for the observed signal to violate a critical 
bound (i.e. that will result on loss of vehicle or mission). 

Hdist Distance from the constraint Magnitude between observed signal value and a physical 
constraint (e.g. heat flux or gravity limits) 

ε∞ Maximum error Maximum difference, in an L∞ sense, between observed signal and 
a reference nominal profile of the signal 

ε2 Maximum violation area error Maximum area (L2 sense) above a performance or critical bound. 

 
All the above metrics are then combined in a weighted cost function that allows automatically classifying the 
faults into five critical categories (following the fault categorization given in the next step). The designed cost 
function is called Global Criticality Index (GCI), and its formulation is the following: 

 ispatialitemporali GCIGCIGCI __ +=      (1) 

iMXMXiPBPBiBUBUitemporal GCIWGCIWGCIWGCI ____ ⋅+⋅+⋅=  (2) 

ieieiHdistHdistispatial GCIWGCIWGCIWGCI _2___ 2
⋅+⋅+⋅=

∞∞   (3) 
Where the subscripts i indicate the i-th set belonging to the category under examination (for example, guidance 
tracking signals or physical path constraints). All the weights W* are tuned based on an initial “learning” 
simulation dataset (using selected faults and nominal references). Each of the sub-indexes, CGIBU / CGIPB /… 
are developed to normalize the effect of each fault (typically by using by the maximum/minimum values or the 
total sum for each index). 

• Develop fault classification taxonomy 
In order to automate the analysis process, it is required to develop a fault classification taxonomy that 
categorizes the fault by criticality based on specially defined thresholds. These thresholds and critical level 
definitions are used to tune the previous fault index so that each fault can be immediately assigned to the 
corresponding level and thus allow for a quantified assessment of its importance. 

Note that these categories and associated threshold are developed considering the closed-loop system without 
fault accommodation or fault tolerant capabilities beyond that implicit in the control natural robustness. Six 
fault critical categories are considered as shown in  

Table 2 Fault classification taxonomy 

Category THRESHOLD DESCRIPTION 

C1 Fault level > critical threshold Tc 
Faults for which the simulation breaks-up (the 
system becomes unstable from faults that lead to 
loss of the mission or vehicle,) 

C2 Ts safety threshold < level < critical threshold Tc 
Faults that will not lead to break up but where 
tracking errors reach levels above safety margin. 

C3 Td detection threshold < level < safety threshold Ts 

Faults that do not violate safety margins but result 
in excessive deviations from performance bounds 
(indicating possible mission failure even if fault is 
not a direct danger to system’s integrity). 

C4 Tp prognosis threshold < level < detection threshold Td 
Faults resulting in degraded performance (control 
design performance levels are violated) but that 
present no risk to the mission success. 

C5 Tn noise threshold < level < prognosis threshold Tp 
Faults that do not violate any performance bounds 
although are noticeable within the closed loop. 

C6 Fault level < noise threshold Tn 
Faults with similar or lower effect than noise 
disturbances and system perturbation levels for 
which controller is specifically designed against. 
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While the separation between C1, C2, C5, and C6 categories is clear, it is more difficult to exactly establish a 
distinction between C3 and C4, because the difference requires the availability of fault accommodation or fault 
tolerant control systems. Therefore, in the following fault analysis, C3 and C4 categories will be considered as 
a single category, named C34. 

• Implement and perform intensive nonlinear closed-loop simulation campaign 
All the above elements must be integrated into a high-fidelity functional engineering simulator (FES) in order 
to perform reliable nonlinear analyses. The resulting fault analysis FES shall then be used in intensive 
simulation campaigns to gather the required data for analysis. 

• Assessment of the results 
Using the fault classification taxonomy and index, which are developed based on the fault quantification 
metrics, the results obtained from the intensive simulation fault campaigns are readily classified and presented 
to the user. A key issue in this element is to present the analysis data in such a form that the user can extract 
the main features and conclusions in a straightforward manner.  

 
4. HOPPER REUSABLE LAUNCH VEHICLE & NDI GUIDANCE AND CONTROL 
 
The selected reference scenario is the Hopper, which evolved from the FESTIP study and was elaborated in the scope of 
the ASTRA program funded by the German National Agency [12].   
The Hopper executes sub-orbital point-to-point flights of short duration Fig. 1. A typical profile mission comprises 
acceleration to prescribed sub-orbital staging conditions, cargo ejection, drift to 150 km altitude, automated re-entry, 
and gliding to one of its dedicated landing sites some 4500 km downrange launch-site, depending on mission 
inclination. From there, the Hopper is transported back to the launch site where it is prepared for re-flight. The mission 
time is less than half an hour and thus, the on-board energy demand is low with the thermal protection system (TPS) 
experiencing only a quarter of the integral heat load seen by similar re-entries from stable orbits. However, the 
steepness of the sub-orbital entry drives the maximum of the aerodynamic heating rates and the surface temperatures 
(1200 degrees Celsius for wing leading edge) to levels comparable with other orbiters. 
 

 
Fig. 1 Hopper mission profile 

The aerodynamic configuration features a compact body with rounded edge-like cross section equipped with a delta 
wing far rear and a central vertical tail. The tapered delta wing has 60o leading edge sweep, slightly swept back hinge 
lines of elevons, and slightly sweptback trailing edge. Requirements for safe landing dictate the wing size, whereas 
ascent loads govern the dimensioning of the wing structure. The aerodynamic controls comprise rudders on the vertical 
tail capable of ± 20o symmetric deflection range, inboard and outboard elevons on the wings with symmetric deflection 
range of ± 20o and ± 25o respectively, a fairly large body flap (range of [-15o  +25o]) underneath the main engines, and 
speed brakes [0o  +85o] left and right on the engine bay. The inboard and outboard elevons combine the left and right 
surfaces to form eleron and aileron deflections, furthermore, the inboard surfaces are used predominantly for trim while 
the outboard for flying. A reaction control system (RCS) is needed to orient and stabilise the vehicle during stage 
separation, to counteract main-engine-cut-off (MECO) injection dispersions, and to bring the vehicle into the attitude 
required for entry. Similar to the American Space Shuttle, the RCS is also needed in the high-speed / high angle-of-
attack flight regime to assure control authority down to the transition phase where aerodynamic controls become 
effective. The RCS is composed of four clusters (each with 3-thrusters) located in the left and right side of the vehicle's 
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front and rear. During ascent, the Hopper uses also a thrust-vector controller for each of the three engines relying on 
pitch [-4 o  +12 o] and yaw gimbal (different for each engine) deflections. 
The Hopper high-fidelity aerodynamic database was provided by EADS-ASTRIUM and consists of nonlinear look-up 
tables (LUT) dependent on angle of attack, Mach number, sideslip, altitude and control effectors. Each LUT provides an 
estimate of the principal stability derivatives and they can be grouped into non-effector and effector-dependent 
contributors of the aerodynamic coefficients.  Furthermore, the database is divided into hypersonic and supersonic/sub-
sonic datasets bridged together during a transition phase scheduled on Mach number. 
Fig. 2 shows the main ascent and re-entry flight parameters.  

 
Fig. 2 Hopper ascent and re-entry trajectories 

In references [5, 6], nonlinear dynamic inversion G&C designs for the re-entry and ascent phases respectively are 
presented for the above Hopper mission. Fig. 3 presents the general NDI architecture used.  
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Fig. 3 Hopper NDI architecture 

It is important to note that contrary to the usual methodology of first designing the guidance law, based on physical 
considerations for the desired optimal trajectory (e.g. maximal loads, heat and path constraints, subsystem limits…), 
and then the (inner-loop) control law, these steps were inverted. First, the control law design for the re-entry phase was 
performed [5] using the NDI architecture of Fig. 3 but without the guidance and TVC blocks. Subsequently, the NDI 
G&C design for the ascent phase was performed [6]. This was done for programmatic purposes and to show the high 
reusability of NDI control laws –the ascent control law basically augments the re-entry control law inner-loop (with 
only minor modifications) including the TVC and the outer-loop guidance law. 
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5. HOPPER FAULT ANALYSIS APPLICATION 
 
In this section, the five-step FA process outlined in Section 4 is showcased using the fault analysis of the previous NDI 
controllers for the Hopper RLV (steps 2 and 3 are combined within Section 5.2). 
 
5.1 Fault Model Development 
 
A high-fidelity functional engineering simulator (FES) was developed by Deimos within the ESA’s HMS project to 
serve as the main software assessment and validation tool in the industrial consortium (managed by EADS-
Astrium/Bremen and composed of four other space companies and two university partners). The HMS-FES contained a 
simulation core that consists of the Hopper closed-loop and supporting simulation/analysis routines.  In order to 
automate the FA procedure, a general Simulink-based fault model was developed and implemented in the FES. This 
time-activated fault model allows simulating all the fault types given in Table 3 (for those types accepting magnitude 
change all relevant values are accepted, e.g. from [-100 to +100] percentage of efficiency loss faults). 

Table 3 Fault set: fault types (LIP=Lock-In-Place; n/a = not applicable) 

Identifier F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 
Type Loss Of Efficiency Dead Bias Drift Hard Over LIP 

Magnitude -25% -50% -75% n/a 0.01% 0.1% 0.001[1/s] 0.01[1/s] 
Upper 

saturation 
level 

Lower 
saturation 

level 
n/a 

 
This general Simulink-block fault model was then placed within each actuator and sensor component that was desired to 
analyze under fault conditions. A total of 25 components are used, shown in Table 4, although those corresponding to 
engine thrust malfunctions were not simulated since the FA purpose was on mechanical actuation and sensing 
components. Since the two side engines are symmetrically placed only one of them is considered (engine 1).  

Table 4 Fault set: actuator and sensor faulty components 

ACTUATORS SENSORS 
Identifier Channel Description Identifier Channel Description 

E1 ERO Right Outbound Elevon E16 Psen Gyro Roll Axis 
E2 ELO Left Outbound Elevon E17 Qsen Gyro Pitch Axis 
E3 ERI Right Inbound Elevon E18 Rsen Gyro Yaw Axis 
E4 ELI Left Inbound Elevon E19 AXsen Accelerometer X axis 
E5 RUD Rudder E20 AYsen Accelerometer Y axis 
E6 FLP Flap E21 AZsen Accelerometer Z axis 
E7 RCSX Reaction Control System X axis E22 ALPsen Angle-of-Attack Sensor 
E8 RCSY Reaction Control System Y axis E23 BETsen Sideslip Angle Sensor 
E9 RCSZ Reaction Control System Z axis E24 QDYNsen Dynamic Pressure Sensor 

E10 ENG1dq Engine 1 Gimbal Pitch E25 Msen Mach Sensor 
E11 ENG1dr Engine 1 Gimbal Yaw 
E12 ENG1tn Engine 1 Thrust (NOT SIMULATED) 
E13 ENG2dq Engine 2 Gimbal Pitch 
E14 ENG2dr Engine 2 Gimbal Yaw 
E15 ENG2tn Engine 2 Thrust (NOT SIMULATED) 

 

 
Time-of-fault-occurrence is an important consideration in performing fault analyses [2], but as it was mentioned before, 
it is impossible to test all faults at all times due to the infinite combination. Thus, six values are selected for the time-of-
fault-occurrence Table 5. These were selected by inspection of the ascent and re-entry trajectories Fig. 2 and chosen 
such that there were different types of actuators being used and very different dynamics. 

Table 5 Fault set: fault occurrence times 

ASCENT RE-ENTRY 
Identifier Time Identifier Time 

T1 25     s T4 700   s 
T2 125   s T5 1000 s 
T3 250   s T6 1300 s 
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To conclude with the fault model development section, it is noted that for each of the applicable fault components in 
Table 4, the 11 different fault types form Table 3 were simulated except for those representing a physical limitation: 

• Introduction of singularity in the closed loop such as in the case of: DEAD fault type (F4) for the X-axis 
acceleration sensor (E19) which represents a singularity introduced in the guidance module; and also DEAD 
fault type (F4) for the dynamic pressure sensor (E24), which introduces a singularity in the control module.  

• Physical nonsense: As in the case of Hard Over fault (F9-F10) for any of the sensors.  
 
5.2 Hopper Specific Numerical Performance Bounds and Critical Levels 
 
The quantification of these critical levels must be performed carefully as they are system-specific and can completely 
change the outcome of the fault analysis. For the Hopper RLV, the critical levels, thresholds and performance bounds 
are obtained by combining the results from the (no-fault) controller validation Monte Carlo campaigns [5, 6] and a 
small batch (100 runs) of random fault simulations. The former is mainly used to establish the noise threshold Tn used 
to classify faults as level C6 and the detection threshold Td used for level C5 faults. The latter batch critically provides 
a “learning” set on closed loop fault impact that is used to tune the global critical index given in Section 3. 
It is highlighted that all the error signals used to categorize and assess the fault cases are always calculated with respect 
to the nominal uncertainty and no-faulty case.  

Hopper critical level C1 
Faults that lead to a simulation break-up are determined to belong to this class. The analysis to determine which fault is 
C1 is performed executing three subsequent Hopper RLV constraint violation assessments (from more critical to less): 

1. Physical constraints violation: to determine if the path constraints from Table 6, and used to design the ascent 
and re-entry reference trajectory, are violated along the simulated fault trajectory. The considered path 
constrains are different for each flight phase. 

2. Guidance error limits violation: to determine if the fault trajectory presents excessive errors on the tracking of 
the guidance variables, even if the path constraints are respected. A 10 degrees error with respect to the 
nominal guidance values is used. 

3. Control error limits violation: to determine if the fault trajectory presents excessive errors on the tracking of 
the control variables, even if the path constraints and the guidance profiles are respected. A 100 degrees error 
with respect to the nominal guidance values is used. This limit can be a bit redundant since typically the 
previous two limits are violated first, but there were certain fault instances that showed faults that did not 
violate the previous limits and lead to instability due to very fast and large increase in the control error limit. 

Table 6 Hopper path constraints values 

Constraints Values Phase 
Normal Acceleration 1.5 g 
Axial Acceleration 4.2 g 
Lift Force 6600000 N 
Dynamic Pressure 45000 Pa 

Ascent 

Heat Flux 530000 W/m2 
Normal Acceleration 5 g 
Dynamic Pressure 45000 Pa 

Re-entry 

Hopper critical level C2 
C2 faults will not lead to a simulation break-up, but errors are so high that mission success is not possible. To determine 
which faults belong to this category, a test very similar to those for C1 faults can be performed. The only difference is 
the magnitude of the error limits, now considered a safety threshold T, and currently taken to be 90 % of the C1 values. 

Hopper critical level C3/C4 
The categorization procedure considers as C3-C4 all the fault sets that do not belong to C1, C2, C5 or C6 categories. 
Therefore, no specific tests are required to assess which faults belong to this class. As noted before, more in-depth 
experience with a specific vehicle fault analysis (e.g. larger “learning” set or availability of fault 
accommodation/tolerant compensators) could be used to distinguish between C3 and C4 levels but for the purposes of 
the present project it was deemed sufficient to lump these two categories together. 

Hopper critical level C5 
C5 faults are determined by simply checking that the tracking errors do not surpass the control and guidance 
performance bounds (i.e. the control design objectives) along the trajectory [5, 6]. The considered values are: 2 degrees 
for each attitude angle (angle of attack, sideslip and bank angle) and each of the guidance reference angles (heading 
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angle and flight path angle –for the ascent phase only since the re-entry used only an inner-loop control law and thus 
guidance error were typically always larger than 2 degrees in the final part). Observing the behaviour of the closed loop 
system it is noted that during re-entry, the bank angle tracking error violates the 2 degrees boundary for brief instants, 
reaching a maximum value of 5 deg. This is perfectly coherent with the control system requirements because they stated 
that the control objectives could be violated for a limited interval of time. To avoid that this case could be considered as 
a fault, the C5 classification function checks if the performance boundaries’ violations are reabsorbed within a 10 sec 
period from the time of the violation. 

Hopper critical level C6 
The C6 faults are those faults that can be considered as disturbances or known system uncertainties because their 
influence on the closed-loop system is irrelevant. They are determined by checking that the tracking errors do not 
violate the control and guidance maximum errors computed during non-fault Monte Carlo analysis of the system. These 
errors are different to those for C5 faults in that the latter are constant values demanded in the specifications while those 
for C6 are defined by the worst-case errors achieved from a satisfactory Monte-Carlo campaign –and thus, must always 
lie below those in C5 and can be time-varying. 
 
5.3 Hopper Closed-Loop Fault Analysis Simulation Campaign 
 
An intensive simulation campaign is performed using the above fault model, thresholds and the developed FES in order 
to generate two fault data sets: one for the ascent and the other for the re-entry phases of the Hopper RLV. A total of 
1,390 fault cases have been generated corresponding to 760 fault cases for ascent (1 no-fault case plus 11*23*3=759 
fault cases –corresponding to the 11 fault types from Table 3, the 23 fault components from Table 4 and the 3 fault time 
cases from Table 5) and 630 fault cases for re-entry (same as in the ascent case but not considering the 11*4*3= 132 
fault cases corresponding to the two gimbals from each of the two engines, which are not applicable during re-entry).  
It is noted that in this FA assessment, all fault cases were simulated using nominal uncertainty settings for the Hopper 
RLV, i.e. not including uncertainty in the system. For the present purposes, this is sufficient but for a real system FA the 
same fault cases should be simulated at different levels of uncertainty –which will result in a further explosion of the 
data to be analyzed, e.g. for 3 sets of uncertainty such as min/max/nominal this will mean 3*1,390=4,170 simulations 
and still it could be claimed to be only a partial assessment. Table 7 shows the resulting categorization of the fault cases 
based on their criticality (in order to perform a better comparison between re-entry and ascent, those fault cases arising 
during ascent from engine malfunctions have been removed in the third column).  

Table 7 Fault criticality summary: total number of cases (percentage in parentheses is w.r.t the column total) 

Critical Level Ascent Ascent 
(No engine faults) 

Re-entry 

C1 265 193 (30.6%) 281 (44.6%) 
C2 0 0 1     (0.2%) 

C3/4 27 26   (4.2%) 38   (6.0%) 
C5 470 411 (65.2%) 310 (49.2%) 
C6 0 0 0 

TOTAL 760 630 630 
 
From Table 7 it is observed that 546 (256+281) fault simulations out of the total 1,390 runs are considered as C1. In 
terms of C2 faults, it is noted that there are almost none due to the fact that the limit for C2 was taken to be, somewhat 
heuristically, as 90% of the C1 limits. Thus, this result implies that faults that surpass C2 limits will always develop into 
C1 if no fault accommodation/reconfiguration is used. The approximately 41% of C1/C2 faults indicates the need of 
having on-board FDI and FTC/fault accommodation approaches for RLVs. 
The C5 categorization shows that the NDI controller is quite fault-tolerant since 780 fault simulations (470 for ascent 
and 310 for re-entry) out of the 1,390 fault cases tested did not violate the control design objectives. It is highlighted 
that the NDI controller was not designed specifically to be fault tolerant but this shows that NDI control technology has 
some very good inherent fault tolerance properties. With respect to C6, the lack of fault cases in C6 indicates that all 
fault resulted in closed loop effects above the considered noise and uncertainty levels (it is noted that a more 
conservative level of noise/uncertainty will likely change this). 
 
Obviously the choice of fault time occurrence is of critical importance in the comparing the ascent versus the re-entry 
performance but since these times were selected for periods with similar dynamic changes and control actuation usage, 
a relatively fair comparison between the results can be made. In this case, it is seen that the fault-tolerant properties of 
the ascent closed-loop are quite drastically improved in comparison to the re-entry closed-loop, almost an increase of 
20 percent for faults categorized as C3/4 and C5. This is the result of the ascent NDI architecture including an outer-
loop guidance law which robustifies the re-used re-entry control law, see Section 4 and [5, 6]. 



GNC 2008 
7th International ESA Conference on Guidance, Navigation & Control Systems  
2-5 June 2008, Tralee, County Kerry, Ireland 
 
5.4 Hopper FA Analysis of Results 
 
A key component in facilitating the analysis capabilities of the fault data is the form the results are presented to the user. 
This is very critical and has already been considered in the first steps of the FA methodology by proposing metrics, a 
global classification index and a fault criticality hierarchy, which allow automating the analysis and presenting a 
ranking of faults. Despite this numerical quantification, due to the large number of simulation cases the ranking and 
associated information must be presented in form that a human analyst can readily interpret.  In order to do this a mix of 
numerical, graphical analysis and color-coded summary tables are used. 

Color-coded tabular fault summaries 
Since a total of six fault-time occurrences are considered, a total of six summary tables are obtained, see Fig. 4 and Fig. 
5 for an example. The columns in the color-coded tabular summaries indicate the fault types used as listed in Table 3, 
the rows indicate the fault component as listed in Table 4, and the table cells are numbered in terms of critical level and 
color-coded accordingly to the proposed fault critical levels: highest criticality 1=red (darkest cell in black-white 
printing) to lowest 5=green (semi-dark cell). Note as well that cells numbered as 3 indicate critical level C3/C4 since 
these two levels have been combined. 
Fig. 4 and Fig. 5 show the color-coded tabular summary for the ascent and re-entry FAs performed at time T1=25 and 
T4=700 seconds respectively. An assessment of these two tabular summaries is performed next: 
 

 
Fig. 4 Hopper FA summary: ascent at T1=25 seconds 

 
Fig. 5 Hopper FA summary: re-entry at T4=700 seconds

 
• Blank cells (i.e. set to 0): the first thing that it is noted is that there are some columns, rows and cells that are 

blank. They correspond to the non-tested fault components and inapplicable fault types described in Section 
5.1. For example, fault type F9 and F10 represent hard-over faults, which are not applicable to the sensor 
components (E16 to E25); similarly, engine thrust components (E12 and E15) are not considered in the FA. 

• Larger number of critical level-1 cells for re-entry: this is very apparent for the electro-mechanical-actuator 
(EMA) elements in the top rows; and especially noticeable for those from E1 to E6 when subjected to fault 
types F1 to F4 (loss of efficiency and dead). For example, in the ascent summary the rudder (E5) and flap (E6) 
components are not affected by these faults while those in the re-entry phase are immediately classified as 
critical level 1. This is expected since during ascent a thrust vector control (TVC) unit and a guidance law [6] 
are included which help diminish the criticality of faults in the pitch and yaw EMAs. 

• Engine gimbal components (E10 to E15): these are obviously green (level 5) for the re-entry phase since they 
are not used. With respect to the ascent phase, it is noted that the central engine gimbals (i.e. E13 and E14) are 
much more fault-resilient that those in the portside engine (E10 and E11). This is due to the TVC 
implementation followed [6] whereby the central engine gimbal deflections are calculated based on the 
achieved moments resulting from gimbals deflections of the other two engines –correspondingly calculated 
using the total ideal estimated moment (and thus ameliorating the fault effects in the central engine). Optimal 
TVC moment allocation approaches could be used to increase the fault tolerance of the portside engines, at 
maybe the expense of that for the central engine. 
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• Body-axes accelerometer sensors (E19 to E21): the re-entry FA shows that they during this phase faults in 
these sensors are almost never an issue while for the ascent those in the X and Z body-axis are critical. This 
reflects the fact that during ascent there is an outer-loop/guidance control, which fundamentally relies on these 
sensor measurements. Thus, the analysis shows that for inclusion of a guidance control (which is 
recommended due to the increase of fault-tolerance for the other components) there is the need to provide 
hardware or analytical redundancy for these sensors in order to obtain at all times a reliable measurement of 
the body accelerations. 

An important aspect of the chosen color-coded tabular summary graphical representation, it is the immediate visual 
comparative assessment they allow: see Fig. 6 and Fig. 7 below.  
 

   

Fig. 6 Hopper FA summaries: ascent from T1 to T3 (from left to right) 

   

Fig. 7 Hopper FA summaries: re-entry from T4 to T6 (from left to right) 

Notice that for the ascent phase, Fig. 6, as the Hopper progress up in the trajectory (as it goes from T1 in the left to T3 
in the right) it is immediately apparent that the EMA components (E1-E9) become less fault-critical. This is expected 
since as the vehicle flies towards the outer limit of the atmosphere the dynamic pressure lowers and the Mach number 
increases, implying that the RCS starts having a more important role while the moments created by the TVC have a 
larger effect –greatly reducing the importance of EMAs’ moments and thus of their faults. For the engine gimbals and 
sensor components (E10-E25), the same analysis as in Fig. 4 and Fig. 5 is valid, i.e. they are more critical than for re-
entry, but now as the RLV ascends their fault criticality is somewhat reduced (more noticeable for the sensors 
components). 
A similar analysis can be done for the re-entry tabular summaries in Fig. 7. Here the EMA corresponding to the 
aerodynamic control surfaces (E1 to E6) are seen to be more critical, especially at the beginning of descend (T4) since 
the trim surfaces tend to saturate during this part. The sensor components (E16-E25) analysis for the re-entry is also 
more complicated but note that the tabular summaries allow for an immediate comparison of the body-acceleration 
sensor components (E19 to E2) between both phases. It is also easy to ascertain that the angle-of-attack (E22), sideslip 
(E23), dynamic pressure (E24) and Mach number (E25) sensors are more critical for the re-entry than for ascent. 

Numerical tabular results 
Numerical results are also used in order to further analyze the specific impact of a fault. For example, Table 8 shows the 
ordered ranking (based on the GCI value) for the 27 fault cases identified to belong to the critical C3/C4 level during 
ascent. 
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Table 8 Hopper FA numerical results: GCI ranking for 27 ascent C3/C4 fault cases 

Element Fault 
Type 

Fault 
Time GCI W_tBU W_tPB W_tMX W_Hdist W_EinfG W_EinfC W_E2 

E4 F2 T1 0.8311 0 0.0015 0.0002 0.4979 0.2500 0.0560 0.0256 
E19 F2 T3 0.7796 0 0.2000 0.0048 0.4557 0.0789 0.0380 0.0022 
E13 F10 T3 0.7705 0 0.0032 0.0004 0.4755 0.1822 0.1000 0.0092 
E16 F6 T1 0.7339 0 0.0976 0.0005 0.4977 0.0831 0.0050 0.0500 
E2 F2 T1 0.7303 0 0.0015 0.0002 0.4977 0.1765 0.0400 0.0144 
E1 F2 T1 0.6927 0 0.0015 0.0002 0.4977 0.1459 0.0340 0.0135 

*  E4 F6 T1 0.6880 0 0.0018 0.0002 0.4977 0.1443 0.0308 0.0133 
E2 F6 T1 0.6830 0 0.0017 0.0002 0.4977 0.1420 0.0291 0.0124 
E3 F2 T1 0.6774 0 0.0017 0.0002 0.4977 0.1296 0.0346 0.0136 
E3 F6 T1 0.6657 0 0.0018 0.0002 0.4976 0.1253 0.0287 0.0122 
E7 F11 T3 0.6623 0 0.0033 0.0002 0.4977 0.0867 0.0458 0.0286 
E7 F12 T3 0.6623 0 0.0033 0.0002 0.4977 0.0867 0.0458 0.0286 
E1 F6 T1 0.6593 0 0.0018 0.0002 0.4977 0.1211 0.0271 0.0116 

E21 F2 T3 0.6491 0 0.0553 0.0037 0.4571 0.0813 0.0488 0.0029 
*  E16 F8 T3 0.6359 0 0.0098 0.0004 0.4977 0.0789 0.0195 0.0295 

E16 F6 T3 0.6346 0 0.0383 0.0013 0.4976 0.0789 0.0076 0.0109 
E23 F6 T1 0.6205 0 0.0017 0.0002 0.5000 0.0999 0.0134 0.0053 
E5 F7 T1 0.6195 0 0.0014 0.0002 0.4977 0.1022 0.0134 0.0045 
E4 F4 T2 0.6001 0 0.0040 0.0002 0.4977 0.0789 0.0093 0.0100 
E4 F1 T1 0.5943 0 0.0014 0.0002 0.4977 0.0852 0.0083 0.0015 

E22 F7 T2 0.5933 0 0.0016 0.0003 0.4327 0.0789 0.0776 0.0022 
E5 F4 T1 0.5907 0 0.0013 0.0002 0.4983 0.0789 0.0094 0.0025 
E5 F11 T1 0.5896 0 0.0013 0.0003 0.4981 0.0789 0.0089 0.0022 
E5 F12 T1 0.5896 0 0.0013 0.0003 0.4981 0.0789 0.0089 0.0022 

E17 F8 T3 0.5887 0 0.0031 0.0004 0.4977 0.0789 0.0038 0.0048 
E3 F1 T1 0.5875 0 0.0013 0.0002 0.4977 0.0789 0.0079 0.0014 

E19 F8 T1 0.5834 0 0.0006 0.0001 0.4333 0.0789 0.0681 0.0024 
 
Note that since C3/C4 level faults do not break-up the simulation (see Section 3), the time-to-break-up weight WtBU is 
zero for all of these fault cases.  
Similarly, note that the information provided in this numerical table is greater but more ‘opaque’ (less readily 
interpretable) than in the previous color-coded tabular summaries. For example, for the two highlighted cases, E4/F6/T1 
and E16/F8/T3, it is seen that for the first case only the guidance WEingG and control WEinfC maximum errors are of larger 
value than for the second case. This indicates that the second case violates the performance bounds much faster than the 
first (i.e. WtPB is larger) but that the fault effects are much smaller (i.e. WEingG and WEinfC are smaller). Obviously this is 
only part of the analysis since it is not possible to assess by using the color-coded tabular summaries or the present 
numerical tabular results if the second case has smaller impact due to the shorter time the fault has had to develop (it 
started at T3=250 seconds while the first case started at T1=25 seconds).  

Graphical response analysis 
Fig. 8 and Fig. 9 show the guidance and control errors profiles for the two highlighted fault cases in Table 8, with 
respect to the calculated no-fault reference trajectory (solid) and with respect to the no-fault nominal trajectory 
(dashed). The former trajectory is the optimal trajectory given as reference for all simulations (i.e. heading and control 
reference angles are constant profiles); the nominal trajectory comes from the guidance law and thus provides a 
changing commanded control profile (and it is only valid for the ascent FA since the re-entry has no guidance law). 
First, note in Fig. 8 (corresponding to E4-F6-T1) that there is a noticeable difference in the angle of attack (AoA) and 
bank angle (BKA) errors depending if the error profile is taken with respect to the reference or the nominal trajectory. 
This is connected with the question posed at the beginning on “the difficulty to compare fault and no-fault profiles”. A 
similar observation (even more dramatic) is seen for the BKA in Fig. 9. For both cases it is observed that the error 
profiles based on the nominal trajectory show that the NDI controller is capable of accommodating the faults (i.e. the 
error profiles return within the control performance limits). Thus, although both faults are still classified as C3/C4 since 
they go beyond the performance bound for BKA, for the E16-F8-T3 fault it almost could be classified as C5 due to the 
small excursion from the performance bound (not so for the E4-F6-T1 which achieves an error of almost -20 degrees) 
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Fig. 8 Elevon Left Inboard (E4) under 0.1% Bias fault 

(F6) at T1=25 seconds in ascent 

 
Fig. 9 Roll sensor (E16) under 0.01 [1/s] Drift fault (F8) 

at T3=259 seconds in ascent 

 
The bottom plot of Fig. 8 shows the difference between the no-fault and fault responses of the left inboard elevator (E4) 
due to the bias fault type (F6) tests. The rest of the plots in Fig. 8 indicate that the guidance errors (heading HDG and 
flight-path FPA angles) are resilient to this fault case but that the control errors (angle-of-attack AoA, sideslip SSA and 
bank angles BKA) start developing from the fault time-of-occurrence at time 25 seconds until around 100 seconds 
where the BKA largely violates the performance limits. Since the control violation does not surpass the Hopper-selected 
safety Ts or critical Tc thresholds the fault case is classified as C3/4. Nevertheless, this fault is a very good example of 
the situation where a fault that is slowly developing without any noticeable effect reaches a dynamically challenging 
region, see region around 75-80 seconds in Fig. 2, which then results in strong fault effect (an almost -20 degrees 
divergence).  
Fig. 9 shows the effect of a 0.01 drift fault (F8) in the gyro roll sensor (E16) starting at time T3=250 seconds. This is 
quite a different fault from the one used in Fig. 8 but the responses for the guidance and control errors (except for the 
BKA) do not allow discerning clearly which one is more critical. Both faults violate the BKA performance bound and 
in both cases the NDI controller is capable of accommodating the fault. Nevertheless, since the classification is made 
using the error profile with respect to the nominal trajectory (red dashed lines), it is seen that the E4-F6 fault achieves a 
larger BKA error than the E16-F8 and thus has a higher GCI (which also shows the validity of the automated 
classification process).  
 
5.5. Selection of Fault Set for Robust FDI 
 
Based on the above analyses, and especially focusing on the color-coded tabular summaries from Fig. 6 and Fig. 7, the 
selection of the fault set for subsequent robust FDI [7] is performed. 
Note that in performing this selection a standing requirement is to select only two components (one actuator and one 
sensor) with the widest fault coverage, i.e. with ample and different criticality level for most of the fault types and fault-
time-of-occurrence. Furthermore, to focus the FDI design problem only fault components for one of the vehicle motions 
(i.e. longitudinal or lateral/directional) are to be chosen.  
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Thus, the actuation elements are first narrowed down to EMAs: elements E1 to E6 (i.e. FDI RCS faults are not to be 
considered and engine gimbals faults are only applicable during ascent which reduces its importance for the FDI 
purposes of the HMS project). Similarly, the acceleration sensor components (E19 to E21) are also discarded since they 
affect ascent but have almost no effect for re-entry.  
From this reduced set, it is decided to focus on the lateral/directional motion since this is potentially the most 
challenging scenario for RLV and also because only the flap (longitudinal) and rudder (lateral/directional) EMAs 
provide distinguishable motion –but with the flap (E6) having much reduced fault coverage compared to the rudder 
actuator (E5). After selecting the rudder actuator, the sensor component is almost immediately chosen to be the sideslip 
(E23) since it is the main lateral/directional sensor. Graphical analysis as those in Section 5.4 show sufficiently 
difference between fault effects for both components indicating that the FDI design while challenging has a high 
probability of success. This latter assessment proved wrong [7] since the inherent coupling between this actuation and 
sensing components came to be very challenging scenario for FDI design once robustness considerations were in place 
(i.e. the FDI filter was required to be validated in a full Monte Carlo campaign subject to parametric uncertainty).  
 
6. CONCLUSIONS 
 
In this article the application of a fault analysis methodology to the Hopper RLV closed loop during the ascent and re-
entry phases has been given. All available Hopper RLV mechanical actuation and sensing components are tested. 
Engine thrust is not considered a mechanical actuation component, thus no thrust malfunctions are considered (engine 
gimbals’ deflection are considered mechanical actuators). The control systems used (one for ascent and another for re-
entry) are based on nonlinear dynamic inversion, which has an inherent fault accommodation nature. 
The FA approach used relies on intensive simulation-based fault data generation and automated quantitative analysis 
based on an analytically derived cost function and metrics. The proposed FA provides a quantitative measure of fault 
criticality in terms of closed loop system impact and can be used to select the more critical fault types and fault-prone 
components for subsequent fault detection and isolation design. By system impact, it is referred to the effect a fault has 
on the performance of the closed loop system. 
It has been shown that almost 40 percent of the 1,390 fault cases tested can be classified as non-threatening. This 
implies that the designed controllers for the Hopper RLV are fairly robust. Moreover, it has been shown that the ascent 
NDI controller is much more fault-resilient than the re-entry NDI control (almost a 20% less critical fault cases) due to 
the inclusion of a guidance law in the ascent control system.  
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