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Abstract: This paper presents the design process and evaluation of a fault detection and isolation (FDI) 
filter for the provision of health monitoring capabilities on the Hopper reusable launch vehicle (RLV) 
during a period of the re-entry. A high fidelity nonlinear model of the Hopper RLV is employed, with NDI 
control providing a robust vehicle response during unfaulted vehicle operation. Two fault scenarios are 
considered; faults in the rudder actuator and sideslip sensor. A robust FDI filter design procedure is 
developed based on H-infinity FDI theory. Scheduling of designed LTI filters is employed to overcome the 
inherent variation in the vehicle’s dynamical characteristics during re-entry. A key feature of the 
developed design process is that FDI filters are designed in open-loop, despite the vehicle dynamics being 
unstable. Monte-Carlo analysis performed using nonlinear simulations demonstrates the robustness and 
effectiveness of the proposed FDI approach. 

 

1. INTRODUCTION 

There is increasing demand that aerospace systems be 
capable of performing health management actions in order to 
improve their reliability. A key feature of such a health 
management system (HMS) is the capability to perform fault 
detection and isolation (FDI). This capability is typically 
provided through hardware redundancy schemes, based on 
the duplication of system components, or through analytical 
redundancy schemes, where a mathematical model of the 
system is employed (Chen and Patton, 1999).  

Within the ESA project Health Management for Reusable-
space Transportation, a number of methods for both on-board 
and off-board analytical FDI are being investigated for 
application to reusable space transportation, with the Hopper 
reusable launch vehicle (RLV) serving as a realistic and 
challenging re-entry problem for design and evaluation. This 
work aims to employ and validate the H-infinity model-based 
FDI design approach for re-entry vehicles. Here FDI filters 
are designed for faults in the Hopper controlled by an NDI 
attitude controller during a period of the re-entry flight.  

Previous work on the application of H-infinity FDI 
techniques to re-entry include  (Augustin et al., 1999), where 
reaction control system failures were considered during the 
early re-entry phase of the Shuttle vehicle, and (Castro et al., 
2006), which considered the Shuttle vehicle operating in the 
transonic region of the re-entry trajectory, with actuator 
failures considered. The work detailed herein represents a 
maturation of the work reported in (Kerr et al., 2008). 

The paper is structured as follows. Section II presents the 
Hopper RLV, fault scenarios and resulting FDI problem. 
Section III presents an overview of the filter design process. 
Section IV presents the evaluation of the designed filters for 
FDI on the Hopper using a high fidelity simulation 
environment and the statistical analysis of the results. 
Conclusions are detailed in Section V. 

2. PROBLEM STATEMENT 

2.1  NDI Controlled Hopper RLV Re-entry 

The Hopper RLV was designed to perform sub-orbital point-
to-point flights (see (Marcos et al., 2007) and references 
therein). In the present work, a focused time period within the 
re-entry phase for the Hopper is considered, with the vehicle 
controlled by an existing NDI controller that ensures the 
vehicle robustly tracks a predefined attitude re-entry profile. 
The time period considered is from 1410 to 1500 seconds of 
the flight, which corresponds to a period near the end of the 
re-entry phase (see Fig. 1). This period was chosen for the 
FDI design problem because full aerodynamic controls are 
employed and the vehicle behaviour changes sufficiently to 
test the robustness of designed filters (Kerr et al., 2008). 

2.2  Selected Fault Scenarios 

The FDI filter should be able to detect and isolate non-
simultaneous faults in one sensor and one actuator of the 
vehicle. The specific faults are chosen to be as follows. 

• Rudder actuator 
• Sideslip angle sensor 

The stated actuator and sensor fault set were chosen due to 
the importance of these faults on the sensed vehicle response 
(Marcos et al., 2008) and because they both affect the 
vehicle’s directional motion; the rudder is the main lateral 
effector and sideslip the main lateral sensor (together with the 
yaw rate sensor). It is noted that a posteriori system analysis 
showed that the level of coupling between the faults was very 
large and challenging for FDI. An alternative choice of a 
longitudinal sensor and lateral actuator could have been 
made, but it was decided to retain this difficult fault choice to 
provide both a challenging and realistic assessment. 
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Figure 1: Evolution of the main NDI controlled vehicle states 
for the nominal vehicle (blue-solid) and 100 runs of the 
Monte-Carlo campaign (magenta-dashed). 
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Figure 2: Faults considered in fault scenario 1 and 2. 

For testing of the FDI filters, two fault scenarios are defined. 
In scenario 1 the system is subject to a beta sensor fault and 
in scenario 2 a rudder actuator fault. The faults were chosen 
as shown in Fig. 2.1 Both faults have a similar characteristic, 
being comprised of both a bias fault and drift fault. The effect 
of these faults on the closed-loop system can be analysed, as 
shown for scenario 1 in Fig. 3 for the nominal plant case and 
Fig. 4 for 100 uncertainty cases. It is clear that while the 
system remains stable, the fault has a large effect on the 
system response and this effect varies significantly between 
uncertainty cases. Similar features were seen for the actuator 
fault, with the system response found to be less sensitive to 
this fault. It is evident that both faults strongly affect the 
sensed lateral response, making accurate FDI with no false 
alarms difficult. 

2.3  FDI Design Problem and Objectives 

With the fault scenarios defined, the design problem is to 
design a filter capable of FDI of the given faults. This should 
be done robustly (see (Marcos et al., 2007) for details of the 
uncertainty sources and noise levels). The satisfaction of 
                                                 
1 The time of fault activation is fixed This was not found to affect the results 
due to the scheduling of the FDI filters. 

these objectives will be assessed by Monte-Carlo analysis 
using high-fidelity nonlinear simulations. The current 
problem solution is restricted to the employment of an open-
loop FDI architecture. This ensures the design process  is 
independent of the controller and typically provides for 
reduced sensitivity to uncertainty. Here H-infinity FDI theory 
was chosen to design the filters, due to the importance of 
robustness in re-entry scenarios and the ability to handle this 
systematically using H-infinity (LFT) theory.   
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Figure 3: Attitude state response of nominal system to fault 
scenario 1 (beta fault); faulty (black-solid) and fault free (red-
dashed) cases. 
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Figure 4: Attitude state response of 100 runs of the Monte-
Carlo campaign over the considered re-entry period to fault 
scenario 1 (beta fault). 

3. FDI FILTER DESIGN 

3.1 Open-loop Vehicle Model 

The full 6DOF nonlinear model reported in (Marcos et al., 
2007) forms the basis for the model development. For the 



 
 

     

 

fault scenarios considered, representative models of the 
vehicle were developed by trimming and then linearising the 
nonlinear vehicle model about the selected part of the 
trajectory.2 The resulting linearised models of the Hopper 
were unstable, with 12 states that capture both the attitude 
and translational dynamics (These LTI models do not include 
actuator or sensor dynamics). This 12 state model can be 
reduced to 6 states by considering only the lateral/directional 
dynamics of the vehicle. This reduced order unstable model 
of the Hopper was deemed sufficient for FDI purposes on the 
lateral/directional motion of the vehicle, which is the current 
FDI problem given the choice of actuator and sensor failure, 
since the models displayed strong decoupling of the 
lateral/directional and longitudinal dynamics. 

Each LTI plant therefore consists of six states (sideslip beta, 
yaw rate r, bank angle sigma, roll rate p, velocity Vt and 
geocentric altitude R), six outputs (the states) and five inputs 
(outboard right elevon ERO, outboard left elevon ELO, 
inboard right elevon ERI, inboard left elevon ELI and rudder 
RUD). Note that the vehicles flaps are removed as an input, 
as they are used only for trimming purposes. 

Analysis of the modal response of the Hopper LTI models 
show that the system is unstable, with the spiral and Dutch 
roll modes both unstable. To characterise the uncertainty in 
the system, the model was placed in a standard linear 
fractional transformation (LFT) form, with the 
interconnection to the uncertainty delta chosen such that the 
LFT model covered the anticipated two extremes of the set of 
uncertain plant cases. This was found to be sufficient for 
design but is insufficient for design analysis. Hence time 
domain Monte-Carlo analysis will be performed. 
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Figure 5: Poles of the lateral/directional modes for LTI 
models at 19 trim points covering the re-entry period. 

In addition to uncertainty, the dynamical characteristics of the 
vehicle vary significantly over the re-entry period. Fig. 5 
shows the variation in the lateral/directional modes of the 
vehicle over this period (19 trim points). It is evident that 
both the stable and unstable poles of the vehicle vary 
significantly over this period. 

                                                 
2 The numerical properties of the derived plant models cannot 
be provided. Here a qualitative description is provided. 

3.2 Closed-loop and FDI Architecture 

The system under consideration can be represented as in 
Fig. 6. It consists of the Hopper vehicle, in closed-loop with 
the NDI controller, which is ensuring the vehicle tracks the 
reference trajectory. The Hopper vehicle response is subject 
to faults, and based on the command inputs to the vehicle (u) 
and sensed outputs (y), the FDI filter should detect and 
isolate the faults via the provided fault estimate f̂ . 

 

 

 

 

Figure 6: Closed-loop Hopper and FDI interconnection. 

With the FDI filter taking as inputs the vehicle command 
inputs and sensed outputs, this is an open-loop FDI 
architecture, with the FDI filter to be designed based on only 
the LTI vehicle models obtained from the trim and 
linearisation process. The FDI problem is then that shown in 
Fig. 7. Here the nominal plant and uncertainty effects are 
captured by the LFT interconnection of Gs and Δ. The other 
elements in the design interconnection are the weighting 
matrices denoted by W*, which correspond to those standard 
in H-infinity FDI design, and the gain matrices Ka and Ks, 
which determine the input and output channels that are 
affected by the actuator and sensor faults.  Using linear 
fractional algebra manipulations, Fig. 7 can be posed as the 
equivalent design problem in Fig. 8. Here the signal z 
provides a measure of the FDI objective, being that the fault 
estimate f̂  closely track the fault signal f , and the system 
P models the Hopper vehicle and its interconnection to the 
uncertainty Δ, filter F and the exogenous signals.  
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Figure 7: H-infinity FDI filter design interconnection. 

3.3 Design of LTI and Scheduled FDI Filters 

With the design interconnection as in Fig.7 and Fig.8, a 
solution to the FDI problem can be found using H-infinity 
design theory (Balas et al, 1998). The design approach 
employed generally follows that in (Kerr et al., 2008), with 
the main modification being a change in the posing of the 
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FDI problem to overcome the difficulties associated with 
designing on an unstable plant. This design process provides 
an LTI filter F that minimises the H-infinity norm of the 
system ( )FPFM l ,Δ= , where ( )Δ=Δ ,PFP u , ( )⋅⋅,lF  and 

( )⋅⋅,uF  are the lower and upper LFT operators, respectively. 
This corresponds to a minimisation of the gain from the 
exogenous signals f, u and n, to the performance measure z. 
The synthesised filters have 11 inputs (6 plant outputs and 5 
control inputs) and two outputs (fault estimates for the sensor 
and actuator faults). Note that the one filter provides FDI 
capabilities for both the actuator and sensor fault.                 
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Figure 8: LFT representation of the open-loop FDI problem. 

As demonstrated for a similar FDI problem in (Kerr et al., 
2008), the point-design LTI FDI filters were unable to be 
designed to provide acceptable FDI properties for the full 90 
second period. It was therefore necessary to perform a 
scheduling of the point-design LTI FDI filters to provide a 
parameter varying filter that improves the filter robustness to 
parameter variations. Three point-design LTI FDI filters were 
chosen for scheduling over the 90 second period, being those 
at trim times 1420, 1451 and 1480. These trim times were 
chosen to cover uniformly the re-entry period. A quadratic 
scheduling law on time was chosen. The properties of these 
scheduled filters were checked to ensure the scheduling did 
not adversely affect their FDI capabilities. 

3.4 Design of Threshold and Isolation Logic 

In addition to the use of the FDI filter, isolation logic and 
standard thresholding was applied to the fault estimates. The 
chosen logic determines if a fault, after being detected, is a 
beta sensor fault or a rudder actuator fault, based simply on 
the relative absolute values of the fault estimates for the 
sensor fault and actuator fault. This ensured that the effects of 
uncertainty and noise gave rise to no false alarms and that the 
fault could be accurately and robustly isolated. Note that due 
to the similar effect of the chosen faults on the lateral vehicle 
response and the large control effector levels from trim that 
were required to accommodate for beta sensor faults in the 
closed-loop, significant coupling from the beta sensor fault to 
the actuator rudder fault residual existed.3  

 

                                                 
3 It should be recalled that FDI on unstable systems is known to be 
an inherently difficult problem (Seron and Goodwin, 1995). 

4. FDI FILTER ROBUSTNESS ANALYSIS 

4.1  Monte-Carlo Testing. 

The capabilities and robustness of the FDI filters were 
assessed in the time-domain via a Monte-Carlo campaign, 
performed by randomly varying the uncertainty present in the 
system. In the Monte-Carlo campaign 1000 simulation runs 
were performed for each fault (sensor and actuator) using a 
functional engineering simulator for the Hopper RLV. The 
features of the model in the simulator are described in  
(Marcos et al., 2007) and can be summarised as: full 6 DoF 
nonlinear RLV dynamics, high-fidelity EADS-ST Hopper 
aerodynamic database; 1962 USA atmospheric model; 
magnitude and rate limited actuators; completely automated 
simulation over the full re-entry trajectory; NDI controlled. 

The pertinent response features for the first 100 runs of the 
1000 run campaign are shown for both fault scenarios in 
Figs. 9 to 13 and Fig. 4. All plots show the FDI-covered 
period between 1410 and 1500 seconds. The sensor and 
actuator fault estimates provided by the combined scheduled 
filters and isolation logic scheme are shown for fault scenario 
1 and 2 in Fig. 9 and Fig. 11, respectively. These show that 
the faults are accurately detected and isolated in all cases 
over the period that fault is above the fault threshold. 
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Figure 9: Sensor fault and fault estimates for the first 100 of 1000 
runs of the Monte-Carlo campaign.  

4.2 Statistical Results Analysis 

To assess the effectiveness of the designed FDI filters, 
statistical measures of the FDI results are employed. The 
following indices are employed. 

Detection Time (tdt): The time from the occurrence of a fault 
to when the fault is detected.  

True Detection Rate (rtd): Percentage of time that the fault is 
being correctly detected with respect to the time it is active. 

Detection ratio (rcd): The percentage of correct detections 
with respect to the total number of Monte-Carlo simulations. 
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False alarm ratio (rfad): The percentage of false alarms with 
respect to the total number of Monte-Carlo simulations. 

Isolation Time (tit): The time from the occurrence of a fault to 
when the fault is isolated. 

True Isolation Rate (rti): Percentage of time the fault is being 
correctly isolated with respect to the time it is active. 

Normalised mean estimation error over the fault period  (en): 
The accuracy of the fault estimation is evaluated via the 
normalised mean of the estimation error over the fault period. 

Isolation ratio (rci): The percentage of correct isolations with 
respect to the total number of Monte-Carlo simulations. 

False isolation ratio (rfi): The percentage of false isolations 
with respect to the total number of Monte-Carlo simulations. 

 

Figure 10: Control surface response of 100 runs of the Monte-Carlo 
campaign to fault scenario 1 (beta fault). 
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Figure 11: Actuator fault and fault estimates for the first 100 of 1000 
runs of the Monte-Carlo campaign. 

 
Figure 12: Attitude state response of 100 runs of the Monte-Carlo 
campaign to fault scenario 2 (rudder fault). 

 
Figure 13: Control surface response of 100 runs of the Monte-Carlo 
campaign to fault scenario 2 (rudder fault). 

Using these measures of performance, the results of the 
Monte-Carlo campaign of 1000 runs can be summarised as 
detailed in Table 1 and Table 2. For both fault scenarios: 0% 
false alarms and false isolations were achieved and 100% 
fault detection and isolation were achieved4; average 
detection and isolation rates above 84% were achieved. These 
FDI properties were provided with small detection and 
isolation times, and accurately, with the average estimation 
error less than 9%. This assessment of the reliability of the 
developed and applied FDI filters shows that the performance 
of the FDI filters was highly acceptable. 

 

                                                 
4 This is applicable to all faults above the chosen threshold 
level. Faults below the threshold level will not be detected.  



 
 

     

 

5. CONCLUSIONS 

In this paper the design and evaluation of FDI filters for fault 
detection and isolation on the NDI controlled Hopper RLV 
vehicle was presented. The fault scenarios considered a 
focused time period of 90 seconds near the end of the re-entry 
trajectory for the Hopper RLV. The work described the use of 
an H-infinity FDI approach for the design of open-loop FDI 
filters based on linearised models of the nonlinear and 
unstable re-entry vehicle. The robustness of the capabilities 
of the FDI filters was evaluated through a Monte-Carlo 
campaign. The results showed that for different types of 
faults on the re-entry vehicle, and those with a similar effect 
of the sensed vehicle response, robust fault detection and 
isolation can be achieved using a robustly designed, 
parameter varying FDI filter. 

The goal of the work was to demonstrate the capabilities of 
H-infinity based FDI design methods when applied to re-
entry problems. This reported application of the H-infinity 
based FDI filters provides an indication that H-infinity FDI 
techniques are suitable for fault detection and isolation on re-
entry systems. The performance of these filters will depend 
on the characteristics of the system. However, given that the 
present system is unstable, with significant parameter 
variation over the re-entry period and with significant 
uncertainty in the vehicle, it is evident that adequate 
performance levels may be attainable. 
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Table 1: Performance indices for fault scenario 1 (beta sensor faults) 

Beta Fault (0.3 deg peak amplitude, 1000 MC simulations) 

Robust FD 
Performance 

Time Domain FD 
Performance 

Robust FI 
Performance 

 
Time Domain FI 

Performance 

Time Domain 
Fault Estimation 

Performance 

Detection 
ratio 

False 
alarm 
ratio 

Mean 
detection 

time 

Mean true 
detection 

rate 
Isolation 

ratio 

False 
isolation 

ratio 

Mean 
isolation 

time 

Mean true 
isolation 

rate 

Average 
normalised 

mean estimation 
error 

100 % 0 % 1.05 s 90.74 % 100 % 0 % 1.05 s 90.72% 8.25% 
 

Table 2: Performance indices for fault scenario 2 (rudder actuator faults) 

Rudder Fault (2 deg peak amplitude, 1000 MC simulations) 

Robust FD 
Performance 

Time Domain FD 
Performance 

Robust FI 
Performance 

 
Time Domain FI 

Performance 

Time Domain 
Fault Estimation 

Performance 

Detection 
ratio 

False 
alarm 
ratio 

Mean 
detection 

time 

Mean true 
detection 

rate 
Isolation 

ratio 

False 
isolation 

ratio 

Mean 
isolation 

time 

Mean true 
isolation 

rate 

Average 
normalised 

mean estimation 
error 

100 % 0 % 2.01 s 84.30 % 100 % 0 % 2.02 s 84.30% 8.62% 
 


